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Abstract: The sniffer is a small base station, it includes transceiver section. It should operate at a 
frequency that is much different from the frequency of the frequency of the current cell in which the 
operation of detection is being carried out. Some of the main things are the frequency that has to be 
generated by the transceiver section is around 900MHz range which is a VHF range and it is necessary to 
design the oscillator circuit for that frequency range. Another important thing is the cooling that has to 
be provided to the circuit while designing the circuit that is to be operated at 900MHz range of frequency. 
Hence proper design of base station is an important thing in the design of the sniffer. Mobile phones as 
well as the base station has low power transmitter is also transmitting at low power. The transmitter of 
the sniffer has to be a low power transmitter. This helps in the process of reducing the interference of the 
device with the devices that are in the other cells. 
I. INTRODUCTION 
The main scope of sniffer is to detect the lost 
mobiles. Each and every day thousands of mobiles 
get misplaced or lost, though effective way for the 
blocking of the lost mobile to prevent unauthorized 
person from making and receiving the calls has 
been one by the manufacturers of the mobile with 
the help of International Mobile Equipment 
Identifier (IMEI) has been done but however there 
has been no development or very little progress for 
the detection of the misplaced mobile phone. 
For the detection of lost mobile SNIFFER plays a 
vital role .The sniffer device has to be designed 
precisely and size should be reduced for easy 
mobility for the purpose of detection .The device 
can be called as a mobile Base station that includes 
Sniffer Base station, Unidirectional antenna , 
Tracking software. The sniffer is a small base 
station that includes transceiver section.It should 
operate at a frequency which is much different 
from the frequency of the current cell in which the 
operation of detection is being carried out. 
The directional antenna is an important device that 
is to be designed and used as it plays a major 
role.There are certain boundary conditions that 
have to be qualified for the identification of 
lost mobile like the power of the mobile should be 
good enough, the mobile phone should not be 
in the shadow region but however this method 
using modern devices.It seems to be a bit costlier 
for initial setup but the cost is gradually reduced 
when effectively and efficiently utilized for the 
purpose of detection. 
There are many available tools used to capture 
network traffic, but there are limitations in some of 
the tools. Some tools only capture network traffic 
without analysis, while some require large memory 
size for installation therefore the researcher has to 
use other tools for analysis to get the traffic 
features as required and also consider the memory 
size of the system in use. Our system captures 
network traffic and analyzes it and allows the user 
to take only the features he needs. Our system 
requires little memory size for installation and 
enables the user to store his/her selected features in 
a file for later use in his/her work. Consequently, 
this will reduce the memory that is used to store the 
data. Finally, P Sniffer contains additional 
functionalities like 3D pie chart statistics and 
possible malicious IP address detection. 
II. DESIGNING OF THE SNIFFER 
As stated this proposal is about the detection of lost 
mobile phone and for this purpose we are designing 
a new device called the Sniffer. The sniffer device 
has to be designed precisely and size should be 
reduced for easy mobility for the purpose of 
detection. The device can be called as a mobile 
base station that includes the following important 
components 
 Sniffer base station 
 Unidirectional antenna 
 Tracking software 
SNIFFER BASE STATION 
The sniffer is a small base station, it includes 
transceiver section. It should operate at a frequency 
that is much different from the  frequency of the 
current cell in which the operation of detection is 
being carried out. Some of the main important 
things are the frequency that has to be generated by 
the transceiver section is around 900MHz range 
which is a VHF range and it is necessarily to 
design the oscillator circuit for that frequency 
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range. Another important is the cooling that has to 
be provided to the circuit while designing the 
circuit that is to be operated at 900MHz range of 
frequency. Hence proper design of base station is 
an important thing in the design of the sniffer. 
Mobile phones as well as the base station has low 
power transmitter is also transmitting at low power. 
The transmitter of the sniffer has to be a low power 
transmitter. This helps in the process of reducing 
the interference of the device with the devices that 
are in the other cells. 
There are many available tools used to capture 
network traffic, but there are limitations in some of 
the tools. Some tools only capture network traffic 
without analysis, while some require large memory 
size for installation therefore the researcher has to 
use other tools for analysis to get the traffic 
features as required and also consider the memory 
size of the system in use. Our system captures 
network traffic and analyzes it and allows the user 
to take only the features he needs. Our system 
requires little memory size for installation and 
enables the user to store his/her selected features in 
a file for later use in his/her work. Consequently, 
this will reduce the memory that is used to store the 
data. Finally, P Sniffer contains additional 
functionalities like 3D pie chart statistics and 
possible malicious IP address detection. 
III. SOFTWARE FOR THE TRACKING 
The software part plays a major role in the tracking 
of the lost mobile phone It is the base for the 
antenna to track the lost mobile the main feature of 
this software is that it helps in the process of 
creation of the data base and this is mainly done 
using a Random Access Memory. The mobile 
phone that is lost has certain IMEI number that is 
embedded in the chip. This RAM of the sniffer 
device stores the IMEI number of the lost mobile 
phone. Thus this acts as a data base or the directory 
of the lost mobile phone number/The software that 
is to be designed in such a way that the software 
has the input as the IMEI number of the lost mobile 
phone from the RAM and this ID done using the 
SQL query that fetches the IMEI number. After 
getting the input of the lost mobile phones IMEI 
number it checks the comport for getting the 
information whether it obtains any signaling 
information from the lost device that might respond 
to the signal sent by the sniffer The programming is 
done with C or Java. However the C is most 
preferred as it is easily embedded with the chips. 
With VB the front end is designed. The oracle SQL 
is the back end as it helps in retrieving the input 
data from the RAM using the query. But however 
the sample program that we have designed does not 
use the oracle it takes the input directly from the 
keyboard and this is an example and a dummy 
program that has been created that helps in the 
understanding of how the device would work. 
IV. ARCHITECTURE 
The main scope of sniffer is to detect the lost 
mobiles. Each and every day thousands of mobiles 
get misplaced or lost, though effective way for the 
blocking of the lost mobile to prevent unauthorized 
person from making and receiving the calls has 
been done by the manufacturers of the mobile with 
the help of International Mobile Equipment 
Identifier (IMEI) has been done but however there 
has been no development or very little progress 
forthedetection of the misplaced mobile phone. 
For the detection of lost mobile SNIFFER plays a 
vital role .The sniffer device has to be designed 
precisely and size should be reduced for easy 
mobility for the purpose of detection .The device 
can be called as a mobile Base station that includes 
Sniffer Base station, Unidirectional antenna 
,Tracking software. The sniffer is a small base 
station that includes transceiver section. It should 
operate at a frequency which is much different 
from the frequency of the current cell in which the 
operation of detection is being carried out. 
The directional antenna is an important device that 
is to be designed and used as it plays a major role. 
There are certain boundary conditions that have to 
be qualified for the identification of 
lost mobile like the power of the mobile should be 
good enough, the mobile phone should not be 
in the shadow region but however this method 
using moderndevices.Our paper seems to be a bit 
costlier for initial setup but the cost is gradually 
reduced when effectively and efficiently utilized 
for the purpose of detection.One of the most 
interesting things about cell phone is that it is really 
a radio an extremely sophisticated radio, which 
uses some band of frequency that has the basic 
working  similar to the ordinary  cordless phone. 
The mobile cellular communication has been 
appreciated since its birth in the early 70’s and the 
advancement in the field of VLSI has helped in 
designing less power, smaller size but efficient 
transceiver for the purpose of communication. But 
however the technology has not yet answered the 
loss or misplacement of the lost mobile phone 
which is significantly increasing. In this paper we 
discuss the problem and the probable solution that 
could be done. The IMEI number is a unique 
number that is embedded in  
the mobile phone the main purpose of which is the 
blocking of calls that is made by unauthorized 
person once the mobile is reported as stolen but 
here we use it effectively for the purpose of 
detection. 
ARCHITECTURE OF TRACKING SOFTWARE 
As the IMEI number gets stored in the RAM which 
acts as a database it gives the signal of the lost 
mobile as soon as it is switched on. 
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Fig: Tracking software 
The software part also plays a major role in the 
tracking of the lost mobile phone. The mobile 
phone that is lost has certain IMEI number that is 
embedded into the chip. The software that is to be 
designed in such a way that the software has the 
input as the IMEI number of the lost mobile phone. 
After getting the input of the lost mobile phone’s 
IMEI numbers it checks the common port for 
getting the information weather the information is 
available in regard to the lost IMEI number. In this 
way the software gets the information from the 
antenna, to detect the lost mobile phone. The 
programming can be done with C or JAVA with 
VB and Oracle at the back end providing the data 
base information. 
The android application for tracking the mobile 
phones is created and installed in a mobile phones 
system. This application basically works with the 
help of in built GPS in the mobile phones 
ARCHITECTURE OF GSM 
 
Fig: Architecture of GSM 
Global System for Mobile Communications (GSM) 
is the most popular mobile phone system in the 
world. The Cellular Operators Association of India 
(COAI) has released its GSM subscriber figures for 
the month of February 2013. As per the figures, the 
total number of GSM subscribers at the end of 
February 2013 stood at 655.59 million. It notes that 
the number of subscribers in this segment fell by 
1.97 million in February 2013, thereby registering a 
drop of 0.30 percent from the previous month. The 
name GSM first comes from a group called Group 
Special Mobile (GSM), which was formed in 1982 
by the European Conference of Post and 
Telecommunications Administrations (CEPT) to 
develop a pan-European cellular system that would 
replace the many existing incompatible cellular 
systems already in place in Europe. But when GSM 
service started in 1991, the abbreviation "GSM" 
was renamed to Global System for Mobile 
Communications from Group Special Mobile. The 
typical architecture of GSM network was shown in 
figure : International Journal of Innovations in 
Engineering and Technology (IJIET) Volume 4 
Issue 4 December 2014 285 ISSN: 2319 – 1058. 
The GSM network can be divided into three parts.  
 The Mobile Station carries the subscriber.  
 The Base Station Subsystem controls the 
radio link with the Mobile Station.  
 The Network Subsystem. 
The main part of which is the Mobile services 
Switching Centre, performs the switching of calls 
between the mobile and other fixed or mobile 
network users, as well as management of mobile 
services, such as authentication. Not shown is the 
Operations and Maintenance centre, which 
oversees the proper operation and setup of the 
network. The Mobile Station and the Base Station 
Subsystem communicate across the air interface or 
radio link. The Base Station Subsystem and the 
Network Subsystem are also called the fixed 
network. 
 Mobile Station: The mobile station (MS) 
consists of mobile equipment and a 
Subscriber Identity Module (SIM) card. The 
most common mobile equipment is the mobile 
phone. By inserting the SIM card into a 
cellular phone, the user is able to receive calls 
at that phone, make calls from that phone, or 
receive other subscribed services. The mobile 
equipment uniquely identifies the 
International Mobile Equipment Identity 
(IMEI). The SIM card stores the sensitive 
information such as the International Mobile 
Subscriber Identity (IMSI), Ki (a secret key 
for authentication), and other user 
information. All this information may be 
protected by personal identity number (PIN). 
The SIM card itself is a smart card and is in 
accordance with the smart card standard (ISO 
7816-1, -2). The GSM 11.11 has the detailed 
specification about the SIM card.  
 Base Station Subsystem: The Base Station 
Subsystem consists of the Base Transceiver 
Station (BTS) and the Base Station Controller 
(BSC). The Base Transceiver Station houses 
the radio transceivers that define a cell and 
handles the Radio link protocols with the 
Mobile Station. In a large urban area, there 
will potentially be a large number of BTS 
deployed. The Base Station Controller 
manages the radio resources for one or more 
BTS. It handles Radio channel Setup, 
frequency hopping, and handovers. The BSC 
is the connection between the mobile and the 
Mobile service Switching Centre (MSC). The 
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BSC also translates the 13 kbps voice channel 
used over the radio link to the standard 64 
kbps channel used by the Public Switched 
Telephone Network or ISDN.  
 Network Subsystem: The central component 
of the Network Subsystem is the Mobile 
services Switching Centre (MSC). It acts like 
a normal switching node of the PSTN or 
ISDN, and in addition provides all the 
functionality needed to handle a mobile 
subscriber, such as registration, 
authentication, location updating, handovers, 
and call routing to a roaming subscriber. 
These services are provided in conjunction 
with several functional entities, which 
together form the Network Subsystem. The 
MSC provides the connection to the public 
fixed network (PSTN or ISDN), International 
Journal of Innovations in Engineering and 
Technology (IJIET) Volume 4 Issue 4 
December 2014 286 ISSN: 2319 – 1058 and 
signalling between functional entities uses the 
ITUT Signalling System Number 7 (SS7). 
The Home Location Register (HLR) and 
Visitor Location Register (VLR), together 
with the MSC, provide the Call routing and 
(possibly international) roaming capabilities 
of GSM. The HLR contains all the 
administrative information of each subscriber 
registered in the corresponding GSM network, 
along with the current location of the mobile. 
There is logically one HLR per GSM 
network, but it may be implemented as a 
distributed database. The Visitor Location 
Register contains selected administrative 
information from the HLR, necessary for call 
control and provision of the subscribed 
services, for each mobile currently located in 
the geographical area controlled by the VLR. 
Although each functional entity can be 
implemented as an independent unit, most 
manufacturers of switching equipment 
implement one VLR together with one MSC, 
so that the geographical area controlled by the 
MSC corresponds to that controlled by the 
VLR. The other two registers are used for 
authentication and security purposes. The 
Equipment Identity Register (EIR) is a 
database that contains a list of all valid mobile 
equipment on the network, where each mobile 
station is identified by its International Mobile 
Equipment Identity (IMEI). An IMEI is 
marked as invalid if it has been reported 
stolen or is not type approved. The 
Authentication Centre is a protected database 
that stores a copy of the secret key stored in 
each subscriber’s SIM card, which is used for 
authentication and ciphering of the radio 
channel.   
WORKING OF THE SNIFFER DEVICE 
The sniffer is basically a transceiver that works in 
the frequency which is in the special unused range 
that is operated by the service provided or it can 
designed to operate at a frequency that is of much 
different frequency than the one that is being used 
by the nearby cells as there may be possibility of 
interference by the device with the devices in the 
nearby cells. The working for the device is as 
follows. It gives the normal operation of the mobile 
with the base station and there is a BTS that acts as 
a middle man in the process of communication 
between the mobile and the MTSO which is 
popularly known as MSC or Mobile Switching 
Centre .There is always a two way communication 
between devices and before the establishment of 
the communication the authentication of the SIM 
card that has the IMSI or the International Mobile 
Subscriber Identifier. This IMSI number helps in 
the authorization of the user. The second 
authentication is the authentication of the handset, 
which is done in EIR or the Equipment Identifier 
Register. This register is located at the MSC and it 
contains the IMEI number of the lost handset and if 
the signal is obtained from the normal one then the 
two way communication is established. The IMEI 
of the lost mobile phone number once has been 
reported to the service provider, who keeps in track 
of the record of lost mobile phones. The MTSO or 
the MSC which keeps in track of all the mobile 
phones with IMEI number and the IMSI number 
has the information of the lost mobile phones 
location which means the location of the cell where 
the lost device is because of the two way 
communication with the device the BTS of the lost 
device is known to MSC. From this information 
regarding the cell in which the device is located the 
sniffer device is introduced. 
 
Fig:  Before Sniffer increases the frequency 
The next figure shows the sniffer that gets into 
work for the purpose of detection of the lost device. 
After the information regarding the IMEI number 
of the lost device is provided by the MTSO or 
MSC .This is then fed into the sniffers main 
memory the sniffer’s located in particular cell gets 
into action of detecting the lost device. The sniffer 
uses a frequency that is different from the one that 
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is being used by the base station and the located 
nearby cells .The base station disconnects the 
connection with the lost mobile phone, as there is a 
request regarding this action from the EIR part of 
the MSC. This causes the lost device to search the 
BTS to get locked with since each base station does 
not have authorization capability the lost device 
send appropriate connection request signal. Now 
when the sniffer device is being deployed and this 
device has in built authorization capability the lost 
device finds the sniffer to get itself locked to the 
frequency of the sniffer .While the connection 
between the sniffer and the mobile phone is 
established; the IMEI of the lost mobile is validated 
with the stored IMEI and after successful 
authorization the communication between the 
sniffer and the lost device is established. If the 
other devices in the same try to communicate with 
the sniffer the access is denied and this is done at 
the validation done based on the IME. Once the 
communication starts it is mainly with the antenna 
and the signal strength of the lost device the 
location can be tracked. However the process to 
searching can also be aided with the GPS system 
for more accurate and fast detection The main 
requirement is that the sniffer is operated in a 
frequency that is different from the frequency 
adopted by the cell and nearby ones. Hence the 
interference from the nearby cell can be avoided. 
The directional antenna is used in finding the 
location of the mobile phone. 
 
Fig: After Sniffer increases the frequency 
Here the signal strength of the received signal is 
obtain antenna pattern is plotted once the signal of 
the mobile is obtained. The no. of antenna pattern 
for different position of same mobile phone is used 
to find the exact location. But however in this 
method the directional antenna used much be of a 
very small beam width this helps in more accurate 
process of detection. Here the antenna pattern is 
plotted ones the signal of the mobile phone is 
obtained. The number of antenna pattern for 
different position of the same mobile phone is used 
to find the exact location, but however in this 
method the directional antenna used must be of 
very small beam width. 
 .  
 
 
Fig.no. 2.5 The sniffer shown in fig tries to 
communicate with the lost mobile. After getting 
connected with the mobile it creates a virtual cell 
pattern and thus helps in the detection of lost 
mobile phones. 
ADVANTAGES 
 It is used for detecting lost mobiles. 
 It is cost effective. 
 It is good for low power consumption. 
 It is easy to design. 
DISADVANTAGES 
 Power of the mobile should be good enough. 
 The frequency of the mobile should be high 
though the mobile is switched on. 
 It becomes impossible for detecting and 
receiving the signal from the lost mobile if the 
frequency is low. 
APPLICATIONS 
In common industry usage, a sniffer is a program 
that monitors and analyzes network  traffic, 
detecting bottlenecks and problems.  
 Using this information, a network manager 
can keep traffic flowing efficiently. 
 A sniffer can also be used legitimately or 
illegitimately to capture data being 
transmitted on a network. A 
network router reads every packet of data 
passed to it, determining whether it is 
intended for a destination within the router's 
own network or whether it should be passed 
further along the Internet.  
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 A router with a sniffer, however, may be able 
to read the data in the packet as well as the 
source and destination addresses.  
 Sniffers are often used on academic networks 
to prevent traffic bottlenecks caused by file-
sharing applications. 
V. CONCLUSION 
Since the boom of the mobile phone for the 
purpose of the communication there has been a 
large no. of complaints regarding the mobile phone 
that is being lost and there has been no effective 
method developed for detecting the lost device. 
The given paper dealt about the idea of 
development “Sniffer for the detection of lost 
Mobile phones” paves a way by means of which 
the lost mobile phones can be recovered. But the 
process of detection is yet to be developed through 
the software and demo has been developed and is 
with the authors. The demo has been written in VB 
that gives the over view of how the lost mobile is 
being detected and the software has been written in 
C. The SQL has to be used for the purpose of 
querying and the internal architecture is of lesser 
complexity compared to the base station as this 
mainly involves the control signal and there is no 
need for the voice process. Though this method 
appears to be a little bit complex involving the 
design of the sniffer but however for large scale 
detection the overall effective cost of the design 
and the detection scales down. 
VI. FUTURE ENHANCEMENT 
There are certain boundary conditions or criteria 
that have to be qualified for the identification of the 
lost mobile like the power of the mobile should be 
good enough , the mobile phone should not be in 
the shadow region etc., but however this method 
can be improved by using modern technologies and 
devices. 
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